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1	Impacts

	Affects:
	UICC apps
	ME
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	CN
	Others (specify)
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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item



2.2	Parent Work Item
For a brand-new topic, use "N/A" in the table below. Otherwise, indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	
	
	



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	960033
	Study on security aspects of enhanced support of Non-Public Networks phase 2
	Rel-18 study item

	920025
	Security Aspects of eNPN
	Rel-17 work item



Dependency on non-3GPP (draft) specification: none
3	Justification
The scope of SA3 Security Aspects of NPN WID objectives includes addressing the following aspects:
-	Impact on primary authentication and key hierarchy when the credentials are owned by an external entity:
-	Credentials Holder (CH) using AUSF and UDM for primary authentication
-	Credentials Holder (CH) using AAA server for primary authentication 
-	Impact on roaming-related security mechanisms.
However, as noted in 23.501, clause 5.30.2.9.3, when an SNPN supports authentication and authorization of UEs that use credentials from a Credentials Holder using AUSF and UDM, the architecture for SNPN and Credentials Holder is depicted as a non-roaming reference architecture as the UE is not considered to be roaming, even though some of the N32 reference points are also used.
Furthermore, the scope of FS_eNPN_Ph2_SEC SID includes a study around existing security mechanisms for mobility between PLMNs can be reused for SNPNs or if new security mechanisms are needed but from a requirement of supporting enhanced mobility for idle and connected mode mobility between SNPNs.
The N32 reference points have been defined to support the signalling between public networks, dimensioned to enable support between VPLMNs with country-wide geographical coverage and HPLMNs with 10s of millions of subscribers. These scaling requirements have led to the definition of roaming architecture reference points that use long-lived forwarding connections between VPLMNs and HPLMNs. In contrast, the coverage provided by an SNPN may only cover a restricted area, and a single Credentials Holder (CH) may only support a small number of UEs.
Some forecasts predict there will be 1 million SNPNs in Europe by the end of the decade - a 1000 times increase compared to the number of public networks. As LS S3-221740 from the Wireless Broadband Alliance indicates, signalling scaling from roaming using non-public Wi-Fi networks indicate that individual roaming networks can experience signalling scaled at 1/1000th of the load experienced by public networks. Hence, one future scenario has the N32 reference points being required to support 1000 times more networks, each with 1/1000th of the signalling scale of a conventional public network. Such scaling requirements are radically different from those that led to the specification of long-lived forwarding connections between VPLMNs and HPLMNs and have not been studied. 
To operationalize the N32 reference points, the exchange of network element information is defined by GSMA to include lists of all IP address ranges used by a PLMN for use by network elements that support the N32 reference points. These IP addresses are then used for firewall and border gateway configuration. The scalability of firewall and border gateway configuration when reusing the N32 reference points in SNPN deployments has not been considered. The current N32-based systems assume fully decoupled signalling between the SEPP-initiator in the VPLMN and the SEPP-initiator in the HPLMN, e.g., used for signalling based on subscriptions to callback URIs. This means the inbound CH initiated signalling to an SNPN can originate from a source IP address independent of the destination IP address used for outbound SNPN initiated signalling, necessitating the configuration of specific firewall rules by the SNPN to permit in-bound CH initiated signalling. Enhancements to N32 that permit the CH-initiated signalling towards an SNPN to reuse the same outbound socket as SNPN-initiated signalling towards the CH should be studied to minimize the firewall and border gateway configuration of the SNPN. 
4	Objective
This work aims to study potential enhancements and security aspects for the N32 reference point that facilitate deployments by SNPN and CH.
Potential enhancements and security aspects that are to be covered in this study are as follows:
· Enabling support for N32 functionality between SNPN and CH (which can be a PLMN or another SNPN or AAA server) that does not require long-lived persistent connectivity on N32.
· Enabling support for N32 functionality that facilitates firewall and border gateway configuration on the SNPN side of N32.

5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.8xx
	Study on enhancements to facilitate N32 adoption by Standalone Non-Public Networks 
	TSG#98 (Dec 2022)
	TSG#99 (Mar 2023)
	abhijeet.kolekar@intel.com

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	

	
	
	
	



6	Work item Rapporteur(s)
Abhijeet Kolekar, Intel Corporation, abhijeet.kolekar@intel.com


7	Work item leadership
SA3

8	Aspects that involve other WGs
CT for stage 3 aspects.
9	Supporting Individual Members

	Supporting IM name

	Intel

	Cisco

	HPE-Aruba 

	Broadcom

	Interdigital

	Apple?

	Samsung?

	Lenovo?

	

	

	



